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Authorization
Policies

● Acceptable use
● Resource limits
● Restricted-access scientific instruments
● Pre-publication research collaborations
● Data use agreements
● Controlled-access data sets

Procedures

● User affiliation
● Self-organizing collaboration groups
● BYO resources
● Peer review allocations
● Blacklisting

Mechanisms

● User Attributes
● Groups
● Roles
● Allocations / Quotas
● Delegated Management



Authorization
● Identity-based

○ User identifiers and access control lists

● Attribute-based
○ Access policies based on user attributes

● Role-based
○ Access controls based on group memberships and roles 

● Capability-based
○ Tokens allows actions on resources
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SGCI and Trusted CI
● Trusted CI offers specialized engagements, or consultations, to science 

gateway developers and operators seeking cybersecurity support
● Trusted CI’s partnership with SGCI includes training bootcamps, webinars, 

and direct support
● https://trustedci.org/sgci/



Acceptable Use Policy
AUP can play an important role in your 
authorization approach:

● Communicate expectations to users
● Document consequences for violating policy
● Can require explicit acknowledgement on 

signup and policy change

Example AUP from Trusted CI

● https://trustedci.org/guide/ 



Open Science Cyber Risk Profile
● Provides an enumeration of common 

scientific assets and the IT risks 
associated with each

○ Scientific assets are resources critical to 
science mission

○ Focus on consequences to science mission 
rather than specific 
actors/tactics/vulnerabilities

○ List of common science assets. Each linked to 
a diagram showing science concerns, 
consequences, and avenues of attack.

● https://trustedci.github.io/OSCRP



Delegated Authorization
● Transitive Mode

○ User is authorized to access Science Gateway
○ Science Gateway is authorized to access other resources

● Authorization Credentials Mode
○ Science Gateway accesses other resources via user-specific credentials
○ OAuth model: “An application making protected resource requests on behalf of the resource 

owner and with its authorization” (RFC 6749)

Von Welch, Jim Barlow, James Basney, Doru Marcusiu, Nancy Wilkins-Diehr, "A AAAA model to support science gateways 
with community accounts," Concurrency and Computation: Practice and Experience, Volume 19, Issue 6, March 2007. 
https://doi.org/10.1002/cpe.1081

Jim Basney, Von Welch, and Nancy Wilkins-Diehr, "TeraGrid Science Gateway AAAA Model: Implementation and Lessons 
Learned," TeraGrid Conference, August 2-5, 2010, Pittsburgh, PA. https://doi.org/10.1145/1838574.1838576
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1. Client requests 
authorization

2. Resource Owner 
authenticates and approves

3. Authorization Server 
issues Authorization Code

4. Client exchanges 
Authorization Code 

for Access & Refresh 
Tokens

5. Client accesses Resource 
using Access Token

6. Resource Server verifies 
Access Token



OAuth: Scope and Consent



SGCI - Internet2 Partnership

Federated access

Research networks

R&E wifi roaming

IAM/AAI software

Commercial clouds*

Just starting out - web site not even updated yet!

*  as experience is gained under Exploring Clouds for Acceleration of Science program

https://www.internet2.edu/vision-initiatives/initiatives/exploring-clouds-acceleration-science/


Internet2 IAM Open Source Software
Shibboleth - SAML federation, OIDC being 
added

Grouper - enterprise grade access 
management

COmanage – tailored for academic 
collaborations (Jim to say more later)

MidPoint partnership - enterprise grade 
identity registry

More than just software packages - the real value lies in the 
Internet2 community’s IAM expertise



Federated Access - Global Reach

eduGAIN
59 countries
2924 Identity Providers
2318 Service Providers

InCommon (US Federation)
755 organizations
526 Identity Providers
4002 Service Providers

Each national R&E Federation decides which of their IdPs and SPs to publish into eduGAIN



Federation Beyond Plain Authentication
Value adds

● Research & Scholarship 
attributes (R&S program) 
○ Name, email, persistent ID, 

affiliation
● MFA
● Assurance profiles
● Site logos, technical, security, & 

admin contacts
● Incident response procedure

Pain points

● Sites that don’t pay attention and 
Federations that don’t manage 
that well
○ Low R&S adoption by IdPs
○ Hit/miss logos & contacts

■ Outside of InCommon
● Interop issues when different 

R&E Federations publish 
different views of eduGAIN



Access Authorization Models and Examples
● Appendix B of “Federated Identity Management for Research v2” describes 

how 14 different research communities do it
● A leading example is ELIXIR, used as a gateway by several Life Sciences 

research communities 
● Most of these implement the AARC Blueprint Architecture
● CILogon does too, as Jim will show

● Related: Globus High Assurance for data transfer into and out of a 
secure/protected environment

https://doi.org/10.5281/zenodo.1296031
https://doi.org/10.12688/f1000research.15161.1
https://aarc-project.eu/architecture/
https://www.cilogon.org/
https://docs.globus.org/high-assurance/


ELIXIR AAI Overview



UChicago Secure Data Enclave (NIST SP800-171)

https://www.lucidchart.com/documents/edit/8b1c2392-6060-4bfa-b8d3-c2c418f4713e/0?callback=close&name=slides&callback_type=back&v=2705&s=679.9862478661724
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Scaling challenges: siloed login and fragmentation

AWS | Azure | OpenStack

Galaxy on the Cloud
launch.usegalaxy.org

Private infrastructure

Public 
Galaxy Servers

 www

Laptop → cluster

Private 
Galaxy Server 
localhost:8080

Galaxy cluster + 
Jetstream + Stampede2

Galaxy Main
useGalaxy.org

Purchased server

SlipStream
Galaxy Appliance
www.bioteam.net

Which Galaxy has the 
data / tool / workflow I need?

Manual
process

http://localhost:8080/


Custos Components

KeyCloak

CredentialStore/
Vault

Sharing Service

Profile ServiceAPI

Single server that embeds 
KeyCloak and other 

functionalities

Admin/
Monitoring

Auditing

Resource 
Authentication/

Authorization

User 
Management

Primary user storeStoring auth codes, 
ssh keys, generate 

keys

Registering client ids, 
client secrets + other 

admin/monitoring 
things

Secure audits, 
manages audit 

queries

Manages resource 
authentication for a 

user + throttling, 
limiting user access 

to resource.
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mailto:dev@airvata.apache.org
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platform for 
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collaborations

CILogon

www.cilogon.org



eduPersonAffiliation: Campus Attribute for AuthZ 
● Specifies the person's relationship(s) to the institution in broad categories

○ Permissible values: faculty, student, staff, alum, member, affiliate, employee, library-walk-in

● Specification: http://macedir.org/specs/eduperson/#eduPersonAffiliation
● Science Gateway use cases:

○ Software licenses
○ Data access restrictions
○ Resource allocation limits



eduPersonAffiliation: SAML example
<saml2:AttributeStatement>
  <saml2:Attribute FriendlyName="eduPersonScopedAffiliation"
                  Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.9"
                  NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
    <saml2:AttributeValue>employee@illinois.edu</saml2:AttributeValue>
    <saml2:AttributeValue>member@illinois.edu</saml2:AttributeValue>
    <saml2:AttributeValue>staff@illinois.edu</saml2:AttributeValue>
  </saml2:Attribute>
  <saml2:Attribute FriendlyName="displayName" Name="urn:oid:2.16.840.1.113730.3.1.241"
                   NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
    <saml2:AttributeValue xmlns:xsd="http://www.w3.org/2001/XMLSchema"
                          xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
                          xsi:type="xsd:string">James Alan Basney</saml2:AttributeValue>
  </saml2:Attribute>
  <saml2:Attribute FriendlyName="eduPersonPrincipalName" Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6"
                   NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
    <saml2:AttributeValue xmlns:xsd="http://www.w3.org/2001/XMLSchema"
                          xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
                          xsi:type="xsd:string">jbasney@illinois.edu</saml2:AttributeValue>
  </saml2:Attribute>
</saml2:AttributeStatement>



CILogon Groups/Roles (Powered by COmanage)
Authorize based on group memberships and 
roles managed by:

● Custom enrollment flows
● Automated expiration policies
● Self service permissions
● Pipelines & Plugins for custom 

workflows and integrations
(e.g., account provisioning)

https://www.cilogon.org/comanage



CILogon ID Token example
{
  "sub": "jbasney@ncsa.illinois.edu",
  "eppn": "jbasney@ncsa.illinois.edu",
  "iss": "https://test.cilogon.org",
  "given_name": "James",
  "family_name": "Basney",
  "aud": "myproxy:oa4mp,2012:/client_id/180d79858441e8270aa6e199f9afaab8",
  "acr": "urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport",
  "idp": "https://idp.ncsa.illinois.edu/idp/shibboleth",
  "affiliation": "staff@ncsa.illinois.edu;employee@ncsa.illinois.edu;member@ncsa.illinois.edu",
  "uid": "jbasney",
  "uidNumber": "25555",
  "name": "James Basney",
  "isMemberOf": [ { "name": "lsst_users", "id": 1363 }, { "name": "lsst_int_lspdev", "id": 1618 } ],
  "email": "jbasney@illinois.edu",
  "exp": 1532630945,
  "iat": 1532630045,
  "auth_time": "1532630005"
}



● Open source software demonstrating capabilities-based authorization for 
distributed scientific computing

○ An alternative to identity-based or attribute-based authorization
○ Using CILogon, HTCondor, CVMFS, XRootD

● Using web standards
○ RFC 6749: OAuth 2.0 Authorization Framework
○ RFC 7519: JSON Web Token (JWT)
○ RFC 8414: OAuth 2.0 Authorization Server Metadata

www.scitokens.org



Example JSON Web Token
• The decoded token contains multiple 

scopes - basically filesystem 
authorizations.

• The audience narrows who the token is 
intended for.

• The issuer identifies who created the 
token; value used to locate the public 
keys needed to validate signature.

• The subject is an identifier for the 
resource owner.

• The expiration is a Unix timestamp when 
the token expires.



Summing Up
● Authorization policies, procedures, and mechanisms
● Authorization models and examples
● Identity-based, attribute-based, role-based, and capability-based authorization
● OAuth and JWT standards
● Good security and access management software is hard, and there are 

excellent open source options
○ Don't roll your own!

● There's lots of help available to gateway developers and operators
○ SGCI Partners like Trusted CI and Internet2
○ Campus central IT may have good IAM to leverage



Thanks!

Contact:
jbasney@ncsa.illinois.edu

tbarton@uchicago.edu
marpierc@iu.edu


